EMAIL ADDRESSES—Jfl

¢ Do you recognize the
sender and the CCs? r
¢ |s the sender's email spelled
correctly? (i.e. "YourMayor"
vs. “YourMayOr*)

DATE & TIME
¢ Was the email sent on a typical
day and at a typical time?

EMAIL CONTENT

¢ Are the format and grammar in
the email typical for the sender?

¢ Does the content seem atypical?

¢ Did the sender seem overly
urgent?

¢ Does the email ask for person
info/login info?

|

»

YourMayor@yourtown.com

> To: You@yourtown.com
» Cc: Who@where.com, Who2@Site.com, Who3@Web.com
> Date: Sunday, October 3, 2105 at 3:20 a.m.

Subject: Wire for Project

M Message I 8 Instructions.docx (4 KB)

e

Im traveling and lost my phone. We need to wire money
for a large project to the below link ASAP so the project
isnt delayed.

Could you wire $15,000 today?

http://www.chase.com

Thanks so much.
Mayor

i

. . . but if you do, remember to

Report to the Information Technology Department Ext: 2310

N

SUBJECT

¢ |s the subject a typical
style for the sender?

¢ Does the subject match
the email content?

ATTACHMENT

¢ |s an attachment needed
for the email content?

s Were you expecting the
attachment?

e |sita ".txt"” file?

LINKS

¢ Does the link look appropriate?

¢ Does the web address match
the hyperlink shown (scroll
over the hyperlink)?




